Ultra high frequency radio frequency identification (UHF RFID) is seen as a key technology for future sensor and actuator devices in the Internet of Things. Therefore, improvements of read range and reliability of this technology is highly demanded. In this paper a novel reader is proposed to work on two frequencies simultaneously, intended to improve multipath fading behavior and gain immunity to narrowband disturbance. The current legal situation is reviewed for the proposed device in the European Union and it is compared to existing multifrequency systems. The developed system is based on a software defined radio platform from National Instruments. In the measurement setup a commercially available transponder chip has been connected to the custom built reader which transmits a ''Query'' command on two frequencies −868 MHz and 915 MHz. The results show, that the transponder replies on both channels. Further measurements in a real world multipath environment show the different fading behaviour of the chosen frequencies. Furthermore, it is demonstrated how dead zones can be avoided by using two different frequencies. Additionally, within the reader software a bitwise error correction for FM0 encoded data is implemented, which employs the redundant information on the two carriers. We are able show that a multicarrier system can be implemented with commercially available tags without restrictions in the European Union. Such a system could be used to improve successful read rates in harsh environments or increase reliability in critical applications. When upgrading from an existing UHF RFID system, only the interrogator needs to be exchanged by a new device working on multiple frequencies.
I. INTRODUCTION
The term Internet of Things (IoT) often refers to a large scale network containing numerous small sensors and actuators [1] intended to create a smart environment. Radio Frequency Identification (RFID) is seen as a promising technology for wireless communication with such small devices [2] . Although, RFID is primarily designed for identification and recognition there are also approaches of RFID based sensing devices [3] . RFID transponders (or tags) can typically be produced at low prices in high numbers, which makes them economically interesting [4] . The subclass of passive tags allow operation without an onboard power source by receiving the necessary power directly from a reader's electromagnetic The associate editor coordinating the review of this manuscript and approving it for publication was Vyasa Sai.
waves. Such devices might be preferred over battery powered wireless nodes due to ecological reasons and reduction of purchasing and maintenance costs. [5] However, passive devices often suffer from a limited operating range. While, the sensitivity of the reader is less of a problem [6] , the range of operation is mainly limited by the necessity to provide power to the tag to work. Especially, if a system is operated close to its maximum achievable distance, multipath reflections lead to dead spots [7] , where readout is not reliable or impossible. In contrast to systems with an independent power supply, unreadability can lead to a loss of data in passive systems. Therefore, reliability and improvements of the read range of passive RFID tags are topics of high interest in current research, [8] - [10] .
The communication for Ultra High Frequency (UHF) RFID is determined by the standard ''EPCglobal Gen2'' [11] , FIGURE 1. Different approaches of reader to tag link. a) shows the typical communication scheme, where one carrier frequency is used for communication. In b) a reader plus CW approach is sketched. A reader sends the ASK modulated commands on one frequency. Additionally, CW emitters are placed in closer vicinity to the tag in order to supply it with extra power, often using a different frequency. c) shows the multicarrier concept presented in this paper. In that case, one reader sends a ''Query'' on two frequencies simultaneously and evaluates the tag's answer on both channels to gain additional redundancy.
which describes passive tags working by backscatter communication in the 860 MHz to 960 MHz UHF band. The working principle is shown in Figure 1 a) . The reader to tag downlink provides power to the tag, while data is modulated on the same carrier by amplitude shift keying (ASK). In order to answer, the tag modulates the carrier by changing it's radar cross-section. Therefore, the transponder switches it's input impedance between two states which are matched or unmatched to the antenna. Hence, the amount of reflected power at the tag can be modulated, which is used to transmit data. The details of this so called backscatter communication are discussed in literature [6] , [12] . As a consequence this simple modulation technique does not depend on the carrier frequency and a transponder can modulate the answer even onto multiple carriers simultaneously. Therefore, UHF RFID is suited for the use with multicarrier approaches without any changes to existing transponders. However, the bandwidth is typically limited by the employed antenna.
The rest of the paper is structured as follows. Within the next section existing approaches for using multiple frequencies for UHF RFID are discussed and compared. Afterwards in Sections I-C, I-D the problem of multipath fading is described and selected frequencies for the experiment are discussed including legal constraints as well. Afterwards, the experimental setup is introduced. As a first test the developed reader is described and tested with a cable bound tag (Section II-A. Within Section II-B measurements of the fading pattern and a tag's readability in a real world scenario are demonstrated. The measurements compare singlecarrier systems at different frequencies and a multicarrier system. Within the last experiment (Section III) it is discussed how the redundant information on the different carriers can be used to correct errors during demodulation. Therefore, the software implemented on the proposed reader is tested with artificially generated bit errors. Finally, the results are concluded and future perspectives are presented.
A. OTHER MULTICARRIER APPROACHES FOR UHF RFID
Within this section existing research towards the use of multiple frequencies is introduced and compared. When it comes to improvements of this radio frequency (RF) link by means of multiple carriers, two different approaches exist. Firstly, a system which adds one or more continuous wave (CW) emitters to an existing RFID reader is discussed. The idea is to supply the tag with supplementary power from the additional emitters. A schematic representation is shown in Figure 1 
where it is also visible that the CW emitter is located closer to the transponder. By placing a second, weaker RF source closer to the transponder, it can be supplied with additional energy. This allows an increased range of operation, without significantly increasing the RF power emitted by the system. That kind of technology can be used with existing transponders and it was first mentioned by Nikitin et al. [13] . The CW signal can either be precisely frequency-and phase locked to the reader's signal in order to enhance the emitted wave [14] . On the contrary, in a multicarrier system independent carriers with different frequencies are employed. In order to allow a seamless demodulation of the data one has to carefully select the used frequencies. The frequency difference between carriers must be large enough so that the resulting beat frequency can be separated from the modulated data by the tag's internal lowpass filter [15] . Due to the load modulation scheme used for the backscattered answer, the information is modulated onto all of the carriers. This information could be demodulated and used to speed up the inventory phase in an environment with a high number of tags by evaluating the responses also at the spatially distributed CW emitters [16] . In order to improve reliability, the answer could be received on the closely spaced CW emitters, if the reader itself fails to detect it. Nevertheless, if the forward channel from reader to tag is already broken, there will also be no answer on other frequencies. It is also obvious that adding CW power to the readers modulated carrier reduces the modulation depth seen by the tag. This sets the upper limit of the additional CW power to a level, where the tags is still able to demodulate the information and therefore limits the maximum achievable range [17] . To counter this problem, some works have proposed to add a narrowband filter inside the tags demodulation block [18] , [19] . However, this leads to the fact that standard tags cannot be used anymore.
The second approach, uses multiple carriers to create so called power optimized waveforms. This principle relies on the typically used diode type rectifiers in a transponder [20] . The beat signal created by multiple carriers with different frequencies improves the efficiency of the charge pump circuit and therefore allows longer read ranges, with the same total power emitted. The approach has been tested on several commercial tags, and it was shown that for most of them a significant range improvement can be achieved [8] . In [21] and [22] an add-on for commercially available readers has been developed to add 8 carriers with 2 MHz spacing to the reader's signal. This is done by means of externally mixing the output of the reader with a multisine signal. With this technique the ''Query'' is sent on all carriers, while for detection only the original, centered carrier can be used. Finally, in [9] a completely new reader is developed for multisine operation, which additionally allows demodulation of the tag's answer at each of the sub carriers. By measuring the received power at a certain distance to the reader, the authors were able to show that the fading pattern is essentially the same for their implemented 8+1 multisine approach, as for a single carrier frequency.
Nevertheless, both of the discussed approaches target to improve read range, and not reliability directly. In this paper, a novel approach shown in Figure 1 c) is presented, were the aim is to use two carrier waves with a large frequency separation in order to counter fading in a multipath environment. Additionally, by using two carrier waves for communication with the tag, the immunity to narrowband disturbance and interference can be increased.
B. CURRENT TECHNIQUES TO COUNTER MULTIPATH EFFECTS
In order to counter the fading effects of multipath environments different other approaches exist. However, many of those rely on antenna diversity. The use of spatially distributed antennas within the region of interest, results in a strongly different fading pattern for each of the antennas. An interrogator can either switch between the different patterns (antennas) or combine them in a beneficial way [23] . The first approach can be implemented easily on typical readers. Therefore, it is important that the fading patterns of adjacent antennas is different, as long as the spacing between them is large. More complex schemes involve the combination of signals from the whole antenna array, whereas the weighting of the antenna's signals can either be fixed or dynamically altered. The approach using fixed weighting is simpler, but can lead to further fading due to interference of the signals coming from the spatially different sources.
Another way of creating diversity to counter fading effects is achieved by frequency hopping [24] . The necessary bandwidth to achieve a different fading pattern depends on properties of the environment as well as the transmission range. In [25] the authors characterize a UHF RFID system inside a room. First, the effect of different transmitting antenna positions (spatial diversity) on the received signal strength is determined. A second measurement presents received signal power in a room for all UHF RFID channels available in the United States (frequency diversity).
Finally, in [26] a complete system is demonstrated, which employs an antenna array together with a frequency and phase hopping scheme. The system randomly switches between different antennas, frequencies and phases in a timely manner. Thereby, a significant improvement of coverage in a test room can be achieved, compared to a traditional system. However, those diversity systems do not increase the success rate of a single command, they rather improve coverage by altering the readable area over time. Therefore, to increase the accessible regions, those systems have to be operated for longer periods of time.
C. MULTIPATH FADING
In order to explain the benefit of frequency or antenna diverse RFID systems, the reasons for multipath fading are explained in this Section. As this topic is discussed in literature extensively ( [7] , [26] - [30] ) here only the fundamental principles are explained. When using UHF RFID in multipath environments, destructive interference of carrier waves can lead to dead spots within the nominal reading range (multipath fading). At those spots tags are not sufficiently powered to respond. Here, typically one wave is traveling directly along the line of sight between interrogator and transponder. Additionally, reflected, indirect waves add up at the position of the transponder. Due to the reflection, those waves travel along paths with different length and therefore also have a different phase. For the case of two waves with the same frequency f and the amplitudes A, B the received signal at the transponder is [24] 
where, λ = c/f is the wavelength, t is the time and x 1 , x 2 is the length traveled by each wave. In general, the amplitudes of the waves A, B can be different due to the free space damping or reflection coefficients of objects for the indirect waves. Also the relative phase difference of the waves depends on the distance traveled and the reflection coefficients. For the two waves shown in Equation 1 the phase difference at a fixed position is
where, 2π λ ·(x 2 − x 1 ) is given by the different path length, and ϕ may come from a phase change due to reflection. This term depends on the employed wavelength λ and the path difference x 1 − x 2 . In the worst case ( ϕ = π) the amplitudes are subtracted from each other. This simple model only considers two waves, whereas in a typical environment many paths between transmitting and receiving antenna can contribute to the signal at a certain position. A similar model for UHF RFID, treating one direct wave and one wave reflected at the floor, is discussed in [27] . However, other authors find that a two ray model is not sufficient to be representative for a real environment [28] . In [7] a detailed analysis of multipath fading in UHF RFID systems is presented. Besides an analytical treatment, this work also includes simulations of the field strength and a comparison to real read rate measurements. Another work by Cremer et al. shows an improved analytical model to predict multipath fading [28] . Also a comparison of the model with measurements at two different frequencies is performed. According to the authors, the fading pattern changes significantly with the used frequency, because the location of destructive interferences changes with frequency. In the work by Cremer et al. a frequency difference of 53 MHz is used for the experiments. Measurements on fading in an auditorium within the 902 MHz -928 MHz range have been conducted by Banerjee et al. [25] . The authors found that the fading pattern is strongly different over the frequency span if tags are at distances to the antenna of greater than 10 m. All the presented calculations and models consider a static room, where no changes occur over time, and therefore the fading pattern stays the same. Typically, in environments where objects, humans, or tags are moving additional fading occurs [30] . This is typically referred to as temporal fading. However, also in the present experiments a static room is used to measure fading patterns and temporal effects are avoided.
D. FREQUENCIES USED IN THIS EXPERIMENT
Within this section the frequency choice for the present experiment will be explained, based on the physical properties of multipath environments previously described. Technical and legal arguments are also taken into consideration. The reader presented in the present work aims not only to reach maximum reading range, but is intended to improve reliability in rough environments. Therefore, a significant separation between the chosen frequencies is necessary. It is still useful to choose frequencies within the typical operating range of UHF RFID. Due to legal constraints in different countries UHF RFID is operated at frequencies in the 860 MHz to 960 MHz region, the permitted bands depend on each countries regulations. Therefore, many manufacturers and suppliers provide devices that work within the whole frequency range. By choosing frequencies within this range, off the shelf equipment claimed for international use can be employed for transponders and antennas in our multicarrier system.
Up to now the frequencies allowed for RFID in the European Union (EU) were mainly between 865 MHz and 868 MHz, while in the United States bands between 902 MHz and 928 MHz are permitted. However, the European Commission recently decided to harmonize the frequencies for RFID [31] . Therefore, members have been called upon implementing new bands in the 915 MHz to 921 MHz range in early 2019. The maximum allowed radiated power is 2 W in the lower bands and up to 4 W in the upper bands. Furthermore, it is clearly stated in the harmonized European standard, that a reader is allowed to operate in both bands simultaneously [32, Section 4.2.1]. Therefore, it is possible to transmit the maximum allowed power in each band at the same time.
For the later described setup, an independent transceiver module is used for each frequency. Therefore, from a point of technical complexity and cost it is reasonable to limit the experiment to two different frequencies. Due to this, the frequencies 868 MHz and 915 MHz are chosen for the proposed multicarrier system. Therefore, commercially available off-the-shelf tags and antennas can be used and the system follows the law within the EU. The difference between the two frequencies is f = 47 MHz. This is two to three times more than used in other mentioned multicarrier approaches. According to the referenced studies on frequency diversity, a strongly different fading pattern of the two carriers is expected with this choice. This is also demonstrated by measurements presented within Section II-B. Additionally, if one band is affected by narrowband disturbances, the other band is still able to transmit data. Due to the large frequency difference between the carriers the demodulator of a typical tag is able to filter out the occurring beat frequency. The necessary frequency difference and occurring beat signals are also important within the CW approaches and are discussed by Liu et al. [15] .
II. PROPOSED MULTICARRIER SYSTEM
Within the following sections the proposed multicarrier system is introduced and tested. First the basic design of the reader is explained. In a second experiment the fading behavior of 915 MHz and 868 MHz single carriers are characterized and compared to a multicarrier excitation in a real world scenario.
A. CABLE BASED READER DESIGN
This section explains the proposed reader design and demonstrates first basic tests using multiple frequencies. The implementation of our multicarrier reader is based on the PXIe software defined radio platform from National Instruments. For the experiment, two independent PXIe-5644R RF transceiver modules are utilized, as shown in Figure 2 . The software controlling each transceiver is based on a custom LabView implementation of an UHF RFID reader [10] , which is configured at different operating frequencies. One of them is set to a 868 MHz carrier wave and the other to 915 MHz. In order to synchronize the two transceivers before sending a command, one device generates a trigger signal which is passed to the second one. The two RF waveforms are combined and then passed through a circulator. An Impinj Monza 4QT [33] chip is used as a transponder. It is soldered onto a printed circuit board (PCB) and connected to the reader by a coaxial cable. This cable-based setup enables us to first test the communication using a perfect channel. Afterwards simulation of narrow band disturbances is performed by modulating each of the carriers, which is described in detail in Section III. In order to match the 50 of the RF sources and cables to the input impedance of the chip at both employed frequencies, a two stub microstrip FIGURE 2. Laboratory setup used to implement the multicarrier reader. The reader is based on the National Instruments PXI-Chassis platform, where two transceivers (NI PXIe 5644R) and two Combiner/Splitter (NI PXIe 2790/NI PXIe 5540) are used. In order to test the tag's response to a multicarrier query a packed version of the Impinj Monza 4QT is soldered to a PCB and connected to the circulator by means of a SMA connector. In order to synchronize the devices, one of the transceivers generates a trigger signal, which is used to start the modulation. FIGURE 3. Baseband signals recovered from the two carriers containing a ''Query'' and the corresponding tag's response on both employed frequencies. The transmitted power on each carrier is 3 dBm and a modulation depth of 80% is used. Additionally the tag's answer, which is FM0 decoded is shown as a bit sequence, wherein the ''v'' denotes the intentional violation after the preamble, described in [11] . In this example an extended preamble with pilot tone (12 times ''0'') is used and the tag is set to a backscatter link frequency of 55,5 kbit/s. matching network [34] is designed and manufactured onto Panasonic R-1566 Laminate. The returning signal is passed through the circulator and split again to be evaluated by the two transceivers. Each of them features an I/Q demodulator to analyze the incoming RF signals. The demodulators are configured to a center frequency corresponding to each transceivers respective output frequency.
1) RESULTS ON BASIC FUNCTIONALITY
In a first step the path loss from the transceivers to the tag in our setup is characterized. Therefore, the input of a third RF transceiver of the same type is connected to the circulator instead of the tag. Both transmitters are configured to generate a continuous wave with 5 dBm output power at their respective frequency. The third device measures −10 dBm at each of the carriers, which corresponds to 0.1 mW. The maximum total power that can be received at the tag is the sum of both, which is 0.2 mW or −7 dBm. Most of the total loss is coming from the used combiner (PXIe-2790) with a loss of 12.2 dB for the sum generation. Additional contributions are much smaller and come from approximately 1 m of RG-58 coaxial cables (typical 0.7 dB/m) and the insertion loss of the circulator (<0.4 dB) and the BNC and SMA connectors and adapters.
In order to test the proposed reader, a ''Query'' is generated simultaneously by the two transceivers at their carrier wave frequency. In a first test it is confirmed, that the tag is able to demodulate and answer to a ''Query'' command sent on both frequencies simultaneously. The baseband waveforms detected at the transceivers are shown in Figure 3 . For this measurement both of the transceivers are set to an output power of 3.1 dBm and a modulation depth of 80 % is used. Drawing of the office representing our multipath environment. Two antennas (A1, A2) are used, where A1 is a Simatic RF642A which is statically positioned and A2 is a Simatic RF640A which is moved along the drawn rails. The table holding A2 can be moved remotely by means of a stepper motor. To measure transmitted power A1 is connected to a signal generator and A2 to a spectrum analyzer. In the second measurement A2 is connected to an RFID tag and A1 is connected to the proposed multicarrier reader. A photo of the real setup is shown in Fig. 5 . This value for the output power is found to be the threshold to receive a stable answer to every ''Query'' sent to the transponder.
As a result, the reader is able to send commands on both frequencies simultaneously, which can be recognized by the tag and the response can be measured. For this measurement the I/Q demodulator is configured with a sampling rate of 300 kS/s, which is sufficient to sample the tag's backscattered answer set to a data rate of 55.5 kbit/s. Additionally, by setting the sampling rate to 300 kS/s also the lowpass filter within the I/Q demodulation block is set accordingly. Due to the large separation between the carriers of 47 MHz the intermodulation frequency can be filtered out successfully. The tag modulates its reply onto both carriers, which is possible with the backscatter communication scheme.
B. WIRELESS TRANSMISSION IN A MULTIPATH ENVIRONMENT
Within this section the multipath fading behavior of the two frequencies are investigated. Therefore, an empty office designated to one person is employed as a test environment. A schematic picture of the office and the used equipment is shown in Figure 4 . Two multiband UHF RFID antennas are used to perform measurements on the radio channel. The first antenna A1 (Simatic RF642A) emits linear polarized waves and it is stationary placed on the office table at a height of 110 cm. The second antenna A2 (Simatic RF640A) is a circular polarized one which is placed on a home build linear table fabricated from wood. In order to automatically move the table along one line a stepper motor is used, which can be controlled remotely by an Arduino (connector C). The rails for the movement are placed orthogonal to the static antennas main cone, at a distance of 175 cm. The moving distance from start to stop is 3.32 m.
To investigate the channel, two different types of measurements are performed. We first characterize the channel by measuring the received power at A2 along one line while transmitting a CW at A1. Secondly, a tag's response is measured along the same line for different types of excitations. In order to measure transmitted power, the static antenna (A1) is sourced by a signal generator (HP ESG D4000A) with a continuous wave, whereas the mobile antenna (A2) is connected to a spectrum analyzer (Rohde und Schwarz FSP) to monitor the received power. Furthermore, the whole equipment is positioned in a neighboring room and connected via coaxial cables (for the antennas ''A1, A2'') and a 4-pole wire (for the motor ''C''). This allows remote control of the experiment, without entering the office. The position is checked at the beginning and end of a measurement by means of a laser distance sensor and during a run the office is monitored by a webcam. Therefore, the room stays unchanged during experiments. This allows an investigation of the fading behavior, while avoiding any temporal changes of the environment and therefore of the channel.
For the second measurement dead zones and coverage are analyzed for different singlecarrier and multicarrier excitations. The mobile antenna (A2) is connected to the matching network and the PCB containing the Impinj Monza 4QT tag. To achieve the necessary output power for successful communication the proposed multicarrier reader from section II-A is equipped with an external amplifier. A broadband amplifier (Amplifier Research 10W1000) is placed into the transmission path, after the combiner and before the circulator. The static antenna (A1) is sourced by the output of the circulator. A ''Query'' can be sent either on one frequency or on both frequencies simultaneously at adjustable power levels. The received signal is demodulated by the I/Q demodulators and we monitor whether a backscattered answer is received or not.
1) CHARACTERIZATION OF THE EXPERIMENTAL SETUP
To test the successful reads on one frequency, the system is driven at power levels just at the threshold for the tag to respond. Therefore, even small differences of received power between the two carriers can influence if the tag answers or not. In order to understand the measurements and to be aware of systematic differences all parts of the setup are characterized at 868 MHz and 915 MHz. An overview drawing of the whole transmission path from the reader to the tag is shown in Figure 6 . At position A the reader gain is determined. It is defined as the fraction of output power after the circulator compared to the power setting used at the transceivers. A measurement is performed by configuring the reader to generate a CW signal and measure the power with the spectrum analyzer (Rohde und Schwarz FSP). This value contains all frequency dependences that may come from:
• the two SDRs, • combiners, • the amplifier, • the circulator, • and the used cables. The second measured parameter is the loss within the long coaxial cable, which is used to source the Antenna A1. For this measurement a network analyzer (Rohde und Schwartz ZNB 8) is used to determine S12 between the positions A and B. In order to characterize the transmission path between the two antennas a reference measurement is done FIGURE 6. Linear view of the experiment. In order to characterize the setup, the losses of several components within the experiment have to be measured. First, the gain of the reader is measured at the position A. This corresponds to the fraction of power measured after the circulator, compared to power level set at the SDRs. To supply the transmitting antenna, a long coaxial cable is used. The losses within this cable are measured between A and B. Also the attenuation of the wave at the air interface is measured as a reference for a scenario without multipath reflections. Therefore, the two employed antennas are placed at a distance of 1,75 m in an anechoic chamber. The air loss is given as the S12 parameter between positions B and C. To determine the threshold for the transponder to answer the PCB containing the IC together with the PCB containing the matching network are connected to the reader by cables. The threshold value is measured at position C.
TABLE 1. Measured system parameters at the two employed frequencies.
Every stage of the experiment is characterized at both employed carrier frequencies. The air interface is characterized in an anechoic chamber with the antennas facing each other at same distance used in the office. This characterization allows better comparison of data obtained in the following sections.
in an anechoic chamber. The same antennas used in the office are placed at a distance of, 1.75 m. Again the S12 parameter is measured by a network analyzer. Although, this measurement is only performed for the two antennas directly facing each other and does not consider their radiation patterns. Finally, also the minimum power necessary to get an answer from the tag is measured. Therefore, the cable based reader from Section II-A is used again. It is configured to send a ''Query'' on one of the transceivers, while the other output is off. The power level is increased until a stable answer can be received from the tag. This measurement is performed at position C towards the tag. All obtained parameters are shown in Table 1 . From this data it can be seen that if the same output powers are used at the two transceivers there is a slight bias, which favors the 868 MHz carrier. In sum this channel performs 1.1 dB better, whereas the major contribution comes from the antennas.
2) RESULTS IN THE MULTIPATH ENVIRONMENT
By using the multipath office setup described in the beginning of this section the received power is measured at the mobile antenna. Therefore, a CW signal with a power of 20 dBm is sent on antenna A1, while the table holding antenna A2 is moved in steps of 2 cm. This whole measurement is performed two times, once for each of the respective frequencies FIGURE 7. Measurement results in the office room. In a) the received power at A2 is plotted against position for 868 MHz and 915 MHz. The antenna A1 is supplied by the signal generator with a continuous wave with 20 dBm power, whereas the measurements with the reader are performed at a different power level. In order to allow a comparison, the data is scaled accordingly, also taking cable losses into account (seen Table 1 ). b) shows the read rates of the tag excited with a singlecarrier signal. Two separate measurements are performed for each frequency with an respective output power of 26,2 dBm. c shows the read rate of the tag using the proposed multicarrier approach, with an output power of 2 × 26,2 dBm.
868 MHz and 915 MHz. Both results are plotted in Figure 7 a). It can be seen, that in the center (100 cm-200 cm) no sharp dips are visible on either frequency. When looking to the right side (>200 cm) dips are found on the 868 MHz and 915 MHz signals, which is also the region where a desk is situated in the office, which could act as a surface for reflections. Contrary, on the left side (<100 cm) the received power at 915 MHz drops significantly with one strong dip, while the 868 MHz signal is stable in this region. In general the dips occur at different positions for the two frequencies.
To perform measurements on dead zones, the output power of the reader is chosen such that an answer can be received on each of the frequencies within the center region. Additionally, the output power is kept low enough so, that dead spots occur within the left and right regions. For this setup 26.2 dBm output power in a singlecarrier experiment were found to be a suitable value. The first experiment is performed using the reader as a traditional single carrier RFID system. Hence, the reader is configured to send a RF signal on only one frequency and emit ''Query'' commands to the tag. From the received signal it can be determined if a backscattered answer is received at a certain position or not. The same measurement is performed for 868 MHz and 915 MHz, results are plotted in 7 b). It can be seen that in the region >200 cm dead zones, where no answer from the tag is received are found on both used frequencies. Nevertheless, the overlap of dead zones between the two frequencies is small, which means most of the dead spots on one frequency could be covered by the second one. Within the whole center region an answer is received on both frequencies, whereas on the left side in the plot, communication with the tag is possible on 868 MHz. The 915 MHz channel does not work there. In general for the chosen example the performance in terms of coverage of the 868 MHz system is much better than at 915 MHz. There are two reasons for this behavior. First, as shown in Table 1 , the antennas seem to perform slightly better at 868 MHz when directly facing each other. Second, when looking at the datasheet of the RF640A antenna [35] , Within this data dead spots are given as the fraction of points, where no response is received from the tag. The numbers for the proposed system, which is also shown in the plot are marked as bolt text.
the aperture angle is slightly smaller at 915 MHz. This results in a trend towards less available energy at the beginning and end of the measurement range at 915 MHz. However, a clear distinction from multipath fading effects is not possible.
Finally, the reader is used in multicarrier operation mode, where the ''Query'' is sent on both frequencies at the same time. The power used on each carrier is kept at 26.2 dBm. However, now it is measured whether the tag's answer is seen on any of the two received signals within 10 sent queries. After one run along the whole axis those positions, containing dead spots are confirmed again. The resulting read rate against position for the proposed system is plotted in 7 c). From this plot it can be seen, that two dead zones between 200 cm and 250 cm are successfully avoided by using the multicarrier reader. Around 300 cm two dead regions cannot be avoided fully, whereas the left of those could be reduced in size. The reason is, that at this position the dead zones of the single frequency measurements already overlap to some extend. Interestingly, at the left side of the plot two small dead spots occur in the multicarrier excitation, which were not visible on the 868 MHz singlecarrier experiment, and could be due to a temporal fading during the experiments.
Obviously, in this scenario the multicarrier system performs significantly better than a 915 MHz singlecarrier. Additionally, also some of the dead spots on the 868 MHz singlecarrier can be removed or reduced, although the performance on 868 MHz only is already high. In Table 2 the total number of dead spots within the region is shown for the different measurements. From there it is clear, that the proposed multicarrier system provides a significant advantage over the 915 MHz singlecarrier. Additionally, within the presented measurements (in Table 2 ) the proposed multicarrier system reduces the percentage of dead regions from 7.7% to 4.7% compared to a singlecarrier reader at 868 MHz. The reduction for a singlecarrier reader at 915 MHz is even more, from 46.4% to 4.7%.
Further measurements are performed, to allow comparisons between scenarios with different power levels on the single-and multicarrier signals, the results can be seen in Table 2 . In general it is clear that the coverage and range of an RFID system increases with the emitted power. This result is also valid for the multicarrier system, as shown in the present measurements. However, with the proposed multicarrier approach additional redundant information can be FIGURE 8. Processing steps of received data. In a) an FM0-Encoded bit sequence, containing an error is shown. According to the standard [11] an inversion of the phase must occur after every symbol transmitted. However, between Sym3 and Sym4 this inversion is missing and either of the two bits could be interpreted wrong. b) shows a flow chart, describing the signal processing. First the incoming RF is demodulated by an I/Q-demodulator to recover the baseband signal. As a next step, it is ASK-demodulated by using the provided LabView VIs. Afterwards, the preamble is searched within the sequence and the following data is decoded. In the end, for both of the carrier signals a sequence of data bits and a list of suspected error positions due to FM0 violations is available. The final step is to check whether errors contained in one sequence can be corrected with the redundant information of the second bit sequence.
gained from the two carriers. In the following section a error correction method, using this information is demonstrated.
III. ADVANCED SOFTWARE WITH BITWISE ERROR CORRECTION
In this part of the paper a software is presented and experimentally tested, which allows error correction based on redundant data on different frequencies. Previously, it has been shown, that the reader can use the received data on the working channel, if the down-or uplink at one frequency is broken. Additionally, within large regions an answer can be received at both frequencies. Especially, when the tag is used closer to the reader's antenna, the zones where both carriers provide a response tend to increase. Within those sections the redundant information on the two frequencies can be used for bitwise error correction based on the modulation scheme used by the tag.
A block diagram of the software implemented on the receiver side is shown in Figure 8 b) . The received signals are mixed to baseband by the I/Q demodulator and afterwards converted to a sequence of High and Low values by the corresponding LabView VIs. Therefore, the starting point of the proposed error correction is already a sequence of digital data from the ASK demodulation. The proposed algorithm performs decoding of this bit sequence using the defined symbols. During decoding faulty bits and their position can be detected and finally substituted with redundant data on the second carrier. Within the standard, one of the coding schemes used for the transponder to reader link is FM0, which contains a phase inversion (change between high and low level) after every transmitted symbol [11] . The absence of such a transition can be used for error detection during decoding [16] . In Figure 8 a) a FM0 encoded baseband is shown, where between Sym3 and Sym4 the inversion is missing. Therefore, if such a violation is found, both of the neighboring bits could be wrong after decoding. As depicted in the flowchart in Figure 8 b) the reader can check if the error occurs only on one of the carriers and in that case the redundant information on the second carrier can be used for bitwise correction of the data. It is clear, that all bit errors can be corrected, where at least one of the carriers contains the correct data. A more detailed description of the processing steps performed on the demodulated bit sequence can be found in Appendix.
Another way to perform error correction is by using the Cyclic Redundancy Check (CRC) bits provided by some replies. In the present paper only the RN16 (a 16-bit random number) answer is used for experiments, which contains no additional bits for error detection. In [36] forward error correction by using the CRC is analyzed, where the authors find that the checksum provided to read the tag's memory is sufficient to correct all one bit errors and some two bit errors.
Finally, a test on the proposed error recovery is performed. Obviously, if one of the carriers contains the information without any errors the data can be recovered from this carrier successfully. Therefore, we are going to present error scenarios, where both of the carriers contain errors within the tag's response. Errors are introduced in the uplink data by modulating the carrier waves during the time the tag sends it's reply. With the described cable based setup (Section II-A) we are not able to detect if the recovered answer is correct, because the RN16 reply consists of a random number and it contains no data for a Cyclic Redundancy Check. In order to get a valid response for comparison, the second antenna port provided by the Monza 4 tag [33] is employed. A third CW reference carrier with a frequency of 860 MHz and −15 dBm is generated by a third transceiver module. The signal is passed to the second port of the tag by another circulator. When the reader sends a ''Query'' on the two main carriers, the tag's answer is also modulated on the third CW carrier. To test the error recovery bit errors are introduced by shortly switching one of the two main carriers to a lower output power during a reply. Our decoding routine detects missing transitions in the FM0 encoded answer and marks the corresponding bits as suspected errors. The routine checks if all the errors detected can be corrected with the redundant data. Finally, the data is merged and The first two columns show the number of times were the demodulated RN16 of a single carrier matched the RN16 of the reference carrier. The ''Merge Successful'' column corresponds to the number of times were merging of the two channels is reported as successful. Whereas, the ''False Positive'' are the number of times were a merging is reported successful, but the recovered RN16 did not match the one of the reference carrier.
can be compared to the signal received on the reference carrier.
A. RESULTS OF THE ERROR CORRECTION
In order to demonstrate the error correction, a test scenario is chosen where errors occur on both channels but at different positions. This demonstrates that a recovery is possible, even if none of the two signals could be demodulated on its own. However, in practice a narrowband disturbance is more likely affecting only one of the carriers, while the other is still intact. Therefore, the demonstrated error scenario is the worst case that can be recovered within a two carrier system. Recovery of the signal is of course also possible if only one frequency is affected by errors.
In Figure 9 the three baseband signals used in the experiment are shown. On the two main carriers a ''Query'' command is sent. During the tag's reply the amplitude of the two carriers is switched to 20 % for a short period of time. The errors are introduced at slightly different times at the two frequencies. The third CW only carrier at 860 MHz contains the error free response, which serves as a reference.
Additionally, also the results of the decoding routine are shown inside the plots in Figure 9 . Within the bit sequence suspected error bits are marked as ''?'' and with the shown data it is clear that the two erroneous answers can be merged into a correct one. In this way, we are able to compare the decoded and merged response coming from the main carriers, with the demodulated answer on the error free reference carrier. During the tests it is found, that recovery is successful if errors occur at different positions in the main two signals.
To further test the performance of the error correction, 200 ''Queries'' are sent to the tag. During the reply errors, similar to the one demonstrated previously (Figure 9 ), are introduced in the signal. Although, both of the channels are affected by all errors, they are affected at different times. The RN16 reply is demodulated on each of the two carrier signals (868 MHz, 915 MHz), on the error free CW carrier (860 MHz) and by using the described merging code.
The RN16 answers resulting from demodulating the individual carriers are compared to the one from the error free reference carrier. Within Table 3 , the fraction of matching answers is shown in the first two columns for the two individual channels (25 % and 24 %). With the proposed bitwise error correction a merged answer is created, whenever it is found possible. Within the experiment, a merge is performed FIGURE 10. Pseudocode for the FM0 decoder. The routine expects the demodulated bit sequence containing the message data. Each FM0-symbol consist of two bits and is assigned according to [11] . FIGURE 11. Pseudocode for merging the two replies. The Routine expects two sequences of the decoded reply and the previously detected error positions for both sequences. Before replacing bits the program verifies, that errors in ''Data1'' are not occurring on the second sequence.
in 70 % of the chases. The resulting RN16 is then also compared to the one from the reference carrier. It is found that from those 70 % of merged answers 2 % did not contain the correct message and are therefore called false positives.
The data shows that for the case of errors which affect both carrier frequencies at different times, the proposed multicarrier approach significantly increases the number of corrects answers. Whereas the rate at which a wrong answer (false positive) is generated is extremely low.
IV. CONCLUSION
In the present paper we propose a new multicarrier approach, intended to increase the reliability of UHF RFID tags. First measurements with our custom built reader confirm that a commercial tag provides the necessary requirements to work in combination with our two carrier reader. Additionally, we are able to independently demodulate the two carriers and receive the answer on both frequencies. This result already shows, that a two frequency system is feasible with existing commercial tags from technical point of view. The current decision of the European Commission towards harmonization of the frequencies in Europe provides the necessary legal base to realize the proposed system. Measurements of fading patterns in a typical office room show that dead spots often occur on different locations for different employed frequencies. In the same office it can be demonstrated how dead spots can be eliminated (or reduced) by employing two carriers simultaneously. In contrast approaches, that use a temporal switching of frequency or spatially spread antennas, the proposed system improves the successful reads per command. Therefore, it allows faster detection and communication with transponders or can reduce a systems ontime. For a stationary installation, the use of antenna arrays may be a feasible option, however for temporary setups or portable equipment a multicarrier system, which only needs one antenna, is more convenient. Especially, if reliable and fast recognitions are demanded the use of a true multicarrier system, operating at two frequencies simultaneously provides a significant advantage. Within such a system, the use of two frequencies with a large separation additionally increases immunity to narrowband noise sources. Additionally, an algorithm is shown which allows bitwise error correction by using the redundant information on the second carrier. By employing this algorithm, the immunity to narrowband noise sources, which only affect one carrier at a time, can be increased. Therefore, the use of multiple carriers can increase reliability in the presence of other radio devices.
Further investigation and detailed measurements with an over-the-air-connection are planned. Especially, systematic measurements on performance in the presence of noise sources or in multi reader scenarios are highly interesting.
APPENDIX ERROR CORRECTION ALGORITHM
Within this section more details on the decoding and merging of the information on the two carriers is given. The demodulation is done by the ''ASK Demodulate'' Vi, provided by LabView. Therefore, the processing is performed on already digital data. In Figure 10 , the implemented steps to decode the FM0 information and detect errors due to phase change violations, is shown. Detection of bit errors during decoding is demonstrated in [16] . It is based on the necessary phase inversion between subsequent transmitted symbols. In chase such a transition is missing the neighboring symbols could both contain an error. The decoding routine decodes all symbols (Data) but also saves those positions, where violations of the phase inversion are found (Violation).
The shown decoding is performed two times to decode the data on both employed carriers. This results in two sequences of data and two sequences of potential errors. Therefore, if the decoding ( Figure 10 ) detects errors in one of the channels the redundant data on the second one could be employed for correction. With the previously described error detection, the bit errors can be either before or after the the missing phase transition. This means if Violation contains the value p, then an error can be in p or p-1. Therefore, during the merging process all potentially wrong bits of one sequence must be correct in the second one. The merging code used in the proposed reader is shown in Figure 11 . If Err1 contains p it is necessary to check that Err2 does not contain p+1 because then bit number p could be wrong in both sequences and correct merging is not possible in that chase.
